Computer Fundamental


Chapter: COMPUTER VIRUSES
Meaning: A computer virus is a small malicious program having aim to replicate on computers and cause impediment in the normal functioning of the computer.

Types:

i) Message Carrying Virus: Does not infect the computer program files or system but displays irritating pictures/messages on the screen.

ii) Boot Sector Virus: This virus resides in the boot sector of bootable disk

iii) System Infector: Affect the system files of operating system and fails to boot the computer.

iv) General purpose application infector (File infector virus): Infects the application software like word-processor, database etc.

Activities:
i) Multiply itself and hence to spread it on the other program.

ii) Cause some sort of malfunctioning of the computer system.

Classification on the basis of nature:

i) Trojan Horse: Pretends to be a normal useful program, but while in use it produces some harmful effects like formatting the hard disk or erasing the file allocation table.

ii) Worms: It is able to spread copies of itself. So that it slows down the operation of the computer.

iii) Time Bomb: They are set to activate on a certain date. It contains information for damaging the particular section of program files.

iv) Logic Bomb: It is a code hidden in a program or system that will cause something to happen when the user performs a certain action or when certain conditions are met.

Symptoms of attack:
i) The computer system stops functioning properly.

ii) Decrease the space in the main memory.

iii) Deletes the files of programs from the system.

Tips:
i) Install virus detection software on your computer.

ii) Do not install pirated software.

iii) Always check a floppy for viruses before using it.

Types of Anti-virus Software:

i) Boot Sector monitors
ii) File monitors
ii) Disk Scanners

iv) Integrity Checkers

Some Antivirus Software:
i) Norton Antivirus (NAV)
ii) PC-CILLIN
iii) McAfee’s Scan & Clean Utilities
Chapter: COMPUTER SECURITY

Meaning: Computer Security refers to protection of a computer system from accidental or intentional harm, including destruction of computers hardware and software, physical loss of data etc.

Hardware Security Measures:

i) Power Conditioning

ii) Temperature and Humidity

iii) Building

iv) Access Control

v) Ventilation and Light

Software Security Measures:

i) OS with automatic protection capabilities.

ii) Password should be used to control access.

iii) Encryption mechanism should be used.

iv) Backup copies should be created.

v) Access privileges should be closely monitored.

Backup: The process of making an extra copy of programs or data, in case the original version gets lost or erased.

Encryption: The translation of one character string into another by means of a cipher etc. in order to render the information contained there in meaningless to anyone who does not possess the decoding mechanism.

Software Security: It involves entering a password before the system allows access and encrypting files.

Hardware Security: It refers to the protection of computers from physical loss or damage.

Power Conditioning: The computer system needs some kind of protection against such unpredictable behaviour of the power supply. This protection is called power conditioning.

Chapter: NETWORK & Telecommunication
Meaning: A group of interconnected computers, including the hardware and software used to communicate and provide users with the access to shared resources (data files, application software, and hardware).

Advantages:
a)
The copies of software can be copied with the other computers.


b)
Peripherals like printers, hard disk can be accessed by the computer in the network, so that total installation charge will be deducted.
Disadvantages:
a)
Highly chances of virus infection in the computers within the network.

b)
Highly chances of losing data/information, if proper authentication is not maintained.
Components of a network: 
a) Server: Runs the network operating system and provides network services to users at their individual workstations.

b) Workstation: A computer in a network accepts the network services provided by server.

c) Network Interface Card (NIC): An expansion card used to provide network access to a computer.

d) Medium: Cable, radio or infrared technology, used to connect to the server and workstations together. 
Network Operating System Software: It is required to control the movement of information on the network. It enables the nodes to communicate with the servers. E.g. Windows 2000 Server, Linux, UNIX, etc.
Network Topologies:
Meaning: The configuration or layout of a network formed by the connections between devices on a LAN (local area network) or between two or more LANs.

Node: Each computer or device in a network is called a node.

Bus Topology: 
A topology (configuration) for a LAN (local area network) in which all nodes is connected to a main communications line (bus).

Advantages:
i)
It uses short length cable that decreases the installation cost.


ii)
Low traffic network.
Disadvantages:

i)
If problem occurs on the bus, the entire network will go down.


ii)
Limited to future addition of other devices.

Ring Topology: A LAN (local area network) in which devices (nodes) are connected in a closed loop, or ring.

Advantages:
i)
Short cable connections which cause an increase in network reliability.


ii)
It supports optical fiber cable that is very high-speed data transmission media.
Disadvantages: 
i)
Because of the closed loop, however, adding new nodes can be difficult.


ii)
Any node failure causes network failure.

Star Topology: A LAN (local area network) in which each device (node) is connected to a central computer in a star-shaped configuration (topology); commonly, a network consisting of a central computer (the hub) surrounded by terminals.
Advantages:
i)
Only need one link and input/output port.


ii)
Easy to troubleshoot.

Disadvantages: 
i)
Long cable length, since each device is directly connected to the central hub.


ii)
The entire network becomes inoperable if the central hub fails to work.
Tree Topology: A topology for a local area network (LAN) in which one machine is connected to one or more other machines, each of which is connected to one or more others, and so on, so that the structure formed by the network resembles that of a tree.
Advantages:
i)
Easy to add new nodes or branches.


ii)
Allows isolating and prioritizing communications from different computer.
Disadvantage:
i)
If the main root or hub fails to operate, then the entire network will fail to operate.

Mesh Topology: A mesh topology has point-to-point connections between every device in the network.
Advantages:

i)
If one device fails, then data will be sent through alternate path.


ii)
Multiple connections make the network very reliable to troubleshoot.
Disadvantages: 
i)
Require many I/O ports which could be really expensive.


ii)
It is difficult to reconfigure.
Classification of Networks:

Local Area Network (LAN):

Meaning: A group of computers linked together with the help of a cable in a limited area. LANs commonly include PCs and shared resources such as laser printers and large hard disks. The devices on a LAN are known as nodes, and the nodes are connected by cables through which messages are transmitted.

Features of LAN:
i)
Owned by a single organizations.



ii)
Diameter of not more than three kilometers.

Metropolitan Area Network (MAN): 

Meaning: A high-speed network that can carry voice, data, and images at up to 200 Mbps or faster over distances of up to 75 km. 

Features of MAN:
i)
Based on the network architecture, the transmission speed can be higher for shorter distances. 


ii)
A MAN, which can include one or more LANs as well as telecommunica​tions equipment such as microwave and satellite relay stations, is smaller than a wide area network but generally operates at a higher speed.

Wide Area Network (WAN):

Meaning: A geographically widespread network, one that relies on communications capabilities to link the various network segments.

Features of WAN:
i)
Owned by multiple organizations.


ii)
Covers a large geographical area.
Transmission Media: It provides path or link through which information passes between two devices.
Network Services:

i) File Services

ii) Print Services

iii) Message Services

iv) Application Services

v) Database Services

Network transmission devices:
i) Media Connectors

ii) Network Interface boards

iii) Repeaters

iv) Hubs

Repeater:
It accepts weak signals electrically, regenerates them and then sends them on their way.

Hub:
In a network, a device joining communication lines at a central location, providing a common connection to all devices on the network.

Bridge:
A device that connects two LANs (local area networks), whether or not they use the same protocols.
Router:
A device that forwards traffic between networks.

Gateways:
A device that connects networks using different communications protocols so that information can be passed from one to the other.
Internet:
The worldwide collection of networks and gateways that use the TCP/IP suite of protocols to communicate with one another.
E-mail:
It is a service that sends messages on computers via local or global networks.

eFAX:
A powerful desktop application that allows you to send and receive faxes directly on your computer.

MODEM:
MODEM stands for MOdulator and DEModulator. It is a communications device that enables a computer to transmit information over a standard telephone line.

Protocol:
A formal description of message formats and the rules, which two computers must follow to exchange those messages.

Standard Protocols
i) Transmission Control Protocol/Internet Protocol (TCP/IP): TCP/IP is actually a collection of protocols, or rules, that govern the way data travels from one machine to another across networks. It has two major components.

IP component does the following:
a) Envelopes and addresses the data.

b) Enables network to read the envelope and forward the data to its destination.

c) Defines how much data can fit in a single “envelope” (a packet).

TCP component does the following:

a) Breaks data up into packets that the network can handle efficiently.

b) Verifies whether all the packets have arrived at their destination.

c) Reassembles the data.

ii) File Transfer Protocol (FTP): FTP is a part of the TCP/IP protocol suite, which enables files to be transferred between computers. It works on the client/server principle.

iii) Hyper Text Transfer Protocol (HTTP): HTTP is used by web browsers and web servers to communicate with each other.

Some other protocols are:

Simple Mail Transfer Protocol (SMTP)
–
Used to send messages

Post Office Protocol (POP)
–
Used to retrieve mail from mail server
Data Communication: Data communication refers to the process of transferring information from one location to another. Data communications between computers take place in digitally coded binary form.

Data communication Channels or Media

Bounded Media:
coaxial cable, twisted pair of cables, fiber optic cables

Unbounded Media:
microwave relays, radio wave relays, telecommunication, satellite 
Note: Figure of Topologies (Refer from your course book) – Important for exam
Chapter: The Internet and E-mail

Internet & its services:

The Internet is the world’s largest computer network that connects thousands or networks and millions of computers around the world. It is a huge source of information accessible to people across the world.

Its services:
Electronic Mail (E-mail) - Information sharing & resources – Business communication - 
Advertising – Online shopping – Stock trading – Discussion & chat – Entertainment

Components/Requirements for Internet Connection: 
Computer system – Modem & a telephone line (for dial-up connection) or co-axial cable for cable connection, Web browser (Microsoft Internet Explorer, Firefox Mozilla) – registration to one of the local ISPs.
Video Conferencing:

It is a service used to make communication using sound as well as pictures.

E-mail: 
Sending and receiving messages electronically through the internet is called E-mail.
Advantages of E-mail:
i) Cheapest and fastest means of communication.
ii) Can be accessed from any part of the world and at any time.
iii) Same message can be sent to multiple recipients at the same time. 
Chapter: Multimedia & its application
Definition:
Multimedia includes a combination of text, audio, still images, animation, video, and interactivity content forms.
Animation:

It is a simulation of movement created by displaying a series of pictures or frames.

Video: 
It deals with recording and display of a sequence of images at a reasonable speed to create an impression of movement.

Multimedia Applications:

i) Video Games

ii) Multimedia in presentation

iii) Apply special effects in film

iv) Multimedia for public accessing

v) Animated advertisement

vi) Virtual Reality

vii) Air traffic control

viii) Multimedia Security System

ix) Digital Libraries

Software: 
Adobe Photoshop – Adobe Flash – Adobe Premiere – Microsoft PowerPoint – SONY Sound Forge – Autodesk 3ds Max – Autodesk Maya 
Advantages:

i) It makes teaching-learning easier in the classroom.

ii) Multimedia is Entertaining as Well as Educational

iii) Improves over Traditional Audio-Video Presentations
Disadvantages:

i) Multimedia technology is quite expensive.
ii) Needs highly qualified manpower.

Components:
Computer – Multimedia Software – Sound Card – Microphone – CD/DVD Drive – CD-ROM/DVD-ROM – Scanner – Digital Camera – Headphone – Speaker – Webcam – Audio Mixer – LCD Projector – Graphics Card 
Virtual Reality:

It is an artificial environment created by computers, in which people can immerse themselves and feel that this artificial reality really does exist
Chapter: Cyber Ethics & Computer Crime
Cyber Ethics:
The moral principles that guide the computer user for his/her social and professional conduct/behavior related to the use of computer and internet is called Cyber ethics. It incorporates the following core issues:
· Technological impact on society

· Plagiarism

· Intellectual property law

· Copyrights 

· Piracy

· Hacking 

· Internet Pornography and Adult sites 

· Harassment and Stalking 

Computer Crime:

Computer crime, cyber crime, e-crime, hi-tech crime or electronic crime generally refers to criminal activity where a computer or network is the source, tool, target, or place of a crime.
Cyber Law:

Cyber law is the legal issues that is, it is the standard rules and regulation (law) adopted by any government or organizations to control and minimize the computer crime and it is related to the use of inter-networked information technology. The main aim of cyber law is to explain the legal issues to the computer users.
Cyber Law of Nepal:
The government of Nepal passed “The Electronic Transaction and Digital Signature Act-Ordinance” popularly known as “Cyber Law” on 30th Bhadra 2061 B.S. (15 September 2004). 

IT Policy:
Vision: To place Nepal on the Global Map of Information Technology within the next five years.

Objectives:
i)
To make information technology accessible to the general public


ii)
To build a knowledge-based society and industries.
Policies:
i)
To declare information technology sectors a prioritized sector.


ii)
To follow a single-door system for the development of information technology.


iii)
To establish National Information Technology Centre.

NITC (National Information Technology Center)
Chairman:
Honorable Minister, Minister of Science & Technology
No. of members:
12
NITDC (National Information Technology Development Council)

Chairman:
Rt. Honorable Prime Minister
No. of members:
18
NITCC (National Information Technology Coordination Committee)

Chairman:
Honorable Minister, Minister of Science & Technology
No. of members:
12










































Different types of transmission media:


Unshielded twisted pair (UTP)


Shielded twisted pair (STP)


Coaxial


Fiber Optics
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